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Content: big data issues

A definition:

• Large amount of collected and stored data to be used for further analysis

‐ too large for traditional data processing applications.

Benefits: We can do things that we could not do before!

‐ Healthcare:  20% decrease in patient mortality by analyzing streaming patient data.
‐ Telco:  92% decrease in processing time by analyzing networking and call data
‐ Utilities:  99% improved accuracy in placing power generation resources by analyzing 2.8 

petabytes of untapped data

Note: Remember that you must invest in security to protect your information.
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Big data:

• Collect ‐ , store ‐ and draw conclusions from the data

• Some problems: 
• extract knowledge from the data: Knowledge is based on information or relevant data
• what to collect: variety, importance, 
• how to store: volume, structure
• Privacy, security
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What kind of problems to solve?
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There are:

‐ Technical processing problems
how to collect and store

‐ Semantic‐content  problems
what to collect and how to use



information theory can be used to quantify information and relations
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Two contributions of great importance



1956, Shannon and the „BANDWAGON“

• Shannon was critical about „his information theory“
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nice picture (often used) to illustrate the idea of content

semantics are used to make decisions or draw conclusion

Context =>
Understanding=> 

Who, what,, ...             How?                          Why? 
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Shannon and Semantics

Shannon 1916‐2016
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Extension from the Shannon Fig.1 to the system using semantics
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How to store/  large amounts of data? 

High density: need for error control

Distributed: need for communication

Cloud: out of control: need for trust

data

data

data
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How to access large amounts of data? 

concentrated

Distributed

Cloud

Problems: ‐ where?  – who?  – how? 
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Shannon‘s reliable information theory

Communication: transfer of information

knowledge is based on information
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Reliable transmission/storage: Shannon

• For a certain transmission quality (errors): 

• codes exist (constructive)
• that give P(error) => 0 
• at a certain maximum (calculable) efficiency (capacity)

Quality of the channel

bound
Data rate
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NO SEMANTICS !



Large memories are not error free!

• SSD drives use BCH codes that can correct 1 error or detect 2 errors.
‐ Can we improve the lifetime of SSD when using stronger codes?
‐ How big is the improvement?

3,8 TByte
My MsC computer (1974)

44 kB main memory!
1 Mbyte hard disk
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Assuming that memory cells get defective: Memory of N words

Chip surface needed to realize time T 

GAIN in MTTF  =  		GAIN in MTTF  =  		

For a simple dmin = 3 code the gain is proportional to
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Shannon‘s information theory NO SEMANTICS !

‐ Assign  ‐ log2p(x)  bits to a message from a given set
=> likely, short => unlikely,  large 

‐ Shannon showed how and quantified:

the minimum obtainable average assigned length

H(X) = ‐ ∑p(x) log p(x)      (SHANNON ENTROPY )
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Data compression (exact reconstruction possible)

Exact:  representation costly (depends on source variability!)
Need a good algorithm (non exponential in the blocklength n)
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Data reduction (no exact reconstruction)

No exact reconstruction: good memory reduction, but in general we lose the details
‐ how many bits do we need for a particular distortion?
‐ need to define the distortion properly!

NOTE: In big data
we are interested in the NOISE!
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algorithms  (old techniques from the past)  to avoid large data files

New data of length n

„Close“ match from memory
compress
difference

Store match #
and difference

If we use N sequences from the memory, we need:

k = log2N bits for the memory data +  H(difference) for the new data

Memory can be updated. (frequency of using a word)
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Memory  with N sequences

Optimization:   # of words in memory versus difference 



Modification to save bits for sources with memory

• Use prediction

predictor

New data of length n compress
difference H(difference) for the new data

As for video stream coding using
Hufmann codes
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Example: video coding using DCT and Hufmann coding



Shannon prediction of Englisch (again, no semantics)
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Example: showing the importance of prediction

• Metering: only the difference with the last value is of interest
• If typical consumption, within expectations, encode difference
• If a‐typical, encode the real value

Total consumption in time

Jan Febr March

Typical range for 
expected values
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An important issue is outlier and anomaly detection

• Outlier = legitimate data point that’s far away from the mean or 
median in a distribution

Ex: used in information theory

• Anomaly = illegitimate data point that’s generated by a different 
process than whatever generated the rest of the data

Ex: Used in authentication of data
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What is normal?

Further problems appear for classification
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Classical information theory approach: outliers

• Information theory focusses on typicality:  
‐ set of most probably outputs of a channel/source
‐ uses measures like  entropy, divergence, etc...

NO SEMANTICS
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Properties of typical sequences (Shannon, 1948)
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example
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PROBLEM:

We need the entropy!



How to estimate entropy ? or a Prob. distribution?

• Given a finite set of observations can we estimate the entropy of a source?

Many papers study this topic, especially in Neuro science.

Ref: 
Estimation of the entropy based on its polynomial representation, 
Phys. Rev. E 85, 051139 (2012) [9 pages], Martin Vinck, Francesco 
P. Battaglia, Vladimir B. Balakirsky, A. J. Han Vinck, and Cyriel M. 
A. Pennartz
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Information retrieval
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Checking properties: questions

• Do you have a particular property? ( ≈ identification)

example: is yellow a property ?
=> search in the data base

• Is this a valid property? ( ≈ authentication)

example: is yellow a valid property? 
=> search in the property list

?

?
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test for validity of a property can be done using the Bloom filter

• T properties, every property to k ‚1‘ s in random positions in a n array

0 0 1  1  0 1  0 0 1  0

Property 1 Property 2

n 

• Check property:  check the map (k positions) of a property in the  n array
Property 1 Property ?

Performance:  P(false accepted) =  {( 1 – (1‐1/n)kT}k =>   2‐k, for k = n/T ln 2
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every sum of up to T different code words logically includes   no code word 
other than those used to form the  sum (Problem 2).

Bloom (1970), quote.

The same idea appeared as “superimposed codes,” at Bell Labs, 
which I left in 1969.
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Superimposed codes: check presence of a property

• Start with N x n array, every property corresponds to a row. Every row pn ‚1‘s

1 0 1 1 0

2 1 0 0 1

3 0 1 1 1

∙∙∙

N 1 0 0 0

n

Property: the OR of any subset of size T  does not cover any other row

Signature or descriptor list: the OR of  ≤ T  rows

Check for a particular property: property covered by the signature?

Example:
1 0 0 1 0 1 1  
1 0 1 0 0 1 0      not covered, not included in the OR
1 0 0 1 0 1 0      covered, included in the OR

Code existence: Probability( a random vector is covered by T others) => 0 for p = ln2/T (same as before) and 
since we have a specific code, n > TlogN 
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example
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Code Example

• BOUND:         T log2N  <  n <  3 T2 log2 N

property  binary representation

1 001 001 010
2 001 010 100
3 001 100 001
4 010 001 100
5 010 010 001
6 010 100 010
7 100 001 001
8 100 010 010
9 100 100 100 
10 000 000 111
11 000 111 000
12 111 000 000

Any OR of two property vectors 
does not overlap 

with another property
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How to retrieve information from a big set: Superimposed  codes

We need associative memory!
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More general, take distinct for 1, 2, …, m
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Security and Privacy concerns for big data
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Problems:

‐ Data privacy
‐ Data protection/security



40

Message encryption without source coding

Part 1 Part 2  ••• Part n       (for example every part 56 bits)

•••

key

••• n cryptograms,

encypher

Part 1

decypher•••

Part 2 Part n

Attacker:

n  cryptograms to analyze for 
particular message of n parts

key

dependency exists between parts of the message

dependency exists between cryptograms
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Message encryption with source coding

Part 1 Part 2  ••• Part n

1 cryptogram

source encode

encypherkey

decypher

Source decode

Part 1 Part 2  ••• Part n

Attacker:

- 1 cryptogram  to analyze for 
particular message of  n parts

- assume data compression factor n-
to-1

Hence, less material for the same 
message!

(for example every part 56 bits)

n-to-1
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The biometric identification/authentication problem
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1. Conversion to binary

2. Complex searching f(N)

3. Privacy4. variations?



Illustration of the authentication problem using biometrics

Enrollment: hash(          )

verification: hash(          )

compare

Advantage no memorization

PROBLEM: BIO  differs and thus also the hash!

database
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Information theory can help
to solve the security/privacy problem

"transformed 
cryptography from an art 
to a science."

For Perfect secrecy 
necessary condition:

H(S|X) = H(S)

=> H(S) ≤ H(B)

i.e. # of messages  ≤ # of keys

B

For Perfect secrecy we have a necessary 
condition:

H(S|X) = H(S)

=> H(S) ≤ H(B)

i.e. # of messages ≤ # of keys

secret
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Shannons noisy key model

For Perfect secrecy H(S|X) = H(S)    

=>        H(S) ≤ H(B) – H(E)

i.e. we pay a price for the noise!

B‘ = B  E
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Shannons noisy key model used for biometrics

s = c(r)

Bio

E, r

B

s = c(r)

„Random“ 
linear  codeword with k „info“ symbols

= c(r)  B c(r)  E

c(r)  B

B‘ = B  E

Bio with errors

Decode r => E => B E  E = B

K ≤ H(B) – H(E)

Limit on 
‐ error correcting capability
‐ and privacy

Correct guess => 2‐k
Larger k less errors corrected, more privacy
Smaller k more errors corrected, less privacy

Ari Juels

Data Base
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Biometrics challenge: get biometric features into binary

47

identificationprotection

A.J. Han Vinck, Yerevan, September 2016



Examples where information theory helps to solve problems in big data

‐ data compression/reduction with/without distortion

‐ data quality using error correction codes

‐ data protection: cryptographic appproach

‐ outlier/anomaly/classification

‐ information retrieval

A.J. Han Vinck, Yerevan, September 2016 48



The end

My recent (2013) book with some of my research results (free Download)

https://www.uni‐due.de/imperia/md/images/dc/book_coding_concepts_and_reed_solomon_codes.pdf

My website:    https://www.uni‐due.de/dc/

A.J. Han Vinck, Yerevan, September 2016 49



A.J. Han Vinck, Yerevan, September 2016 50



A.J. Han Vinck, Yerevan, September 2016 51



Privacy?
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Information theory: channel coding theorem (1)

• for a binary code with words of length n, and rate (efficiency) R = k/n
the number of code words = 2k

To achieve the Shannon Channel Capacity and Pe => 0, n => infinity 
an thus also k => infinity

Hence: 
coding problem (# of code words = 2k how to encode!)
and also decoding problem!
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Topics we can work on based on past performance

• Information theoretical principles for anomaly detection

• Biometrics and big data

• Memory systems and big data

• Privacy in smart grid

• Information retrieval and superimposed codes
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v

Use error correcting code for noiseless source coding 

• 2k code words of length n;  Correct 2nH(p) noise vectors
where   

2k x 2nH(p)  = 2n   or     k/n = 1 – H(p)    (at capacity)

2n

2k

2nH(p)
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An obvious algorithm (like Lempel and Ziv)

Typical sequence of length n 

Test whether a string of length n  is in the STORED sequence somewhere

If yes, then typical If not, then a‐typical 

data

Stored sequence of length  2

Since the probability of a typical sequence is 2 we expect all typical sequences in the stored sequence 

Efficiency: => the entropy H bits/symbol

next sequence of length n 

Updated sequence
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Uniquely decipherable codes
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Some pictures
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The book co‐authored with Warren Weaver, The Mathematical Theory of Communication, reprints 
Shannon's 1948 article and Weaver's popularization of it, which is accessible to the non‐specialist.[5] In 
short, Weaver reprinted Shannon's two‐part paper, wrote a 28 page introduction for a 144 pages book, and 
changed the title from "A mathematical theory..." to "The mathematical theory..."

"transformed 
cryptography from an art 
to a science."



Illustration of the authentication problem using a memorized password

Enrollment: password hash(pwd)

verification: password hash(pwd)

compare

database
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We use information and communication theory
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For Perfect secrecy 
necessary condition:

H(S|X) = H(S)

=> H(S) ≤ H(B)

i.e. # of messages  ≤ # of keys

B

For Perfect secrecy we have a necessary 
condition:

H(S|X) = H(S)

=> H(S) ≤ H(B)

i.e. # of messages ≤ # of keys

s  B

s s  B  B = s

Secrecy rate:       Cs  =  H(B) = amount of secret bits/tr 

B Wiretap channel model

secret

s  B

s

B

s
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sender

B

receiver sender
receiver

wiretappereavesdropper



For Perfect secrecy H(S|X) = H(S)

H(S) ≤ H(B) – H(E)

i.e. we pay a price for the noise!

63

= B E

s  B

s s  E

B B E

Secrecy rate    Cs  =  H(B) ‐ H(E)  = # secret bits/transmission
Aaron 
Wyner

Wiretap channel model

s  B

s

B

E

s  Esender sender

receiver receiver

wiretappereavesdropper
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Han Vinck

Solution given by  the Juels Wattenberg scheme:  USING BINARY CODES

fingerprint b                                                       

 c(r)  b 

Generate one out 
of 2k codewords c(r) 

Condition: given c(r)  b it is hard to estimate b or c(r)

Guess: one out of 2k codewords

store
c  b

data base
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c(r)  b 

fingerprint b                                                       

r
c(r) c(r) r



Han Vinck

safe storage: how to deal with noisy fingerprints ?

fingerprint b                                                       

 c(r)  b 

Generate one out 
of 2k codewords c(r) 

Condition: given c(r)  b it is hard to estimate b or c(r)

Guess: one out of 2k codewords

store
c(r)b

data base
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c(r)  b 

fingerprint b* = b  e

r c(r) c(r)e
r

DECODE one out 
of 2k codewords c(r) => r



Han Vinck

reconstruction of original fingerprint

fingerprint b                                                       

 c(r)  b 

Generate (random) one
out of 2k codewords c(r) 

b can be reconstructed and used as correct password

store
c(r)b

data base
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c(r)  b 

fingerprint b* = b  e

r c(r) c(r)e
c(r)   

DECODE  c(r) 

 b



authentication, how to check the result?

c(r)  b

hash(r,b)
is b‘ a noisy version of b ?

False Rejection Rate (FRR) : valid b’ rejected; 
False Acceptance Rate (FAR) : invalid b’ accepted;
Successful Attack Rate (SAR): correct guess c, construct b from  c  b 

data base

hash(r,b)
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c(r)  b 

fingerprint b* = b  e


c(r)e

c(r) =>  r‘   

DECODE  c(r) 

 b‘ hash(r‘,b‘)

PERFORMANCE DEPENDS on the CODE! Small k gives good error protection

correct when r‘=r !

c(r)



Entropy, mutual information

• H(X,Y) = H(X) + H(Y|X) = H(Y) + H(X|Y)

• I(X;Y) = H(X) – H(X|Y) = H(Y) – H(Y|X)  = H(X) + H(Y) – H(X,Y) 

X y
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How can we reduce the amount of data (1)

• Represent every possible source output of length n by a „binary“ 
vector of length m. 

• Noiseless: exact representation costly (depends on source variability!)
• Need a good algorithm (non exponential in the blocklength n)

• Noisy: good memory reduction, but in general we loose the details
• how many bits do we need for a particular distortion
• Need to define the distortion properly!

NOTE: We are interested in the NOISE!
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How can we reduce the amount of data? (2)

• Assign  ‐ log p(x)  bits to a message  => likely, small => unlikely,  large 
• Shannon showed how to do this

then, the minimum obtainable average assigned length is

H(X) = ‐ ∑p(x) log p(x)      (SHANNON ENTOPY )

• Suppose that we use another assignment – log q(x)

• The difference (DIVERGENCE) in average length is  

D(P|Q) := ‐ ∑p(x) log p(x)  – ‐ ∑p(x) log q(x)    ≥  0!
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What do we need?

• Good knowledge of the structure of the data for

• Good prediction

• High compression rate

• Variability for non‐stationary data statistics
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Anomaly: Normal or abnormal

• We need to develope decision mechanisms!
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For Perfect secrecy H(S|X) = H(S)

H(S) ≤ H(B) – H(E)

i.e. we pay a price for the noise!
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For Perfect secrecy H(S|X) = H(S)

H(S) ≤ H(B) – H(E)

i.e. we pay a price for the noise!
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